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INSTITUTE OF BUSINESS & MANAGEMENT SCIENCES 

KHYBER PAKHTUNKHWA 

AGRICULTURAL UNIVERSITY PESHAWAR
Programme:

BS (IT) -VI

Course Name:
Network Management & Security 

Course Code:

IT-512

Credit Hours:
03

Total Weeks:

16

Total Hours:

48

Course Objective:

In the electronic age, information that could otherwise benefit or educate a group or individual can also be used against such groups or individuals. Industrial espionage among highly competitive businesses often requires that extensive security measures be put into place. Those who wish to exercise their personal freedom, outside of oppressive nature of governments, may also wish to encrypt certain information to avoid suffering the penalties of going against the wishes of those who attempt to control. So the course will help to secure information from eavesdroppers.

Week: 1


Simple Network Management Protocol

Background

SNMP Basic Components
Week: 2

SNMP Management Information Base

SNMP and Data Representation

SNMP Version 1

SNMPv1 and Structure of Management Information

SNMPv1 and ASN.1 Data Types
 

Week: 3

SNMP Version 2

SNMPv2 and Structure of Management Information

SMI Information Modules

SNMPv2 Protocol Operations 

Introduction to SNMP Version 3


Week: 4


SNMP Management


SNMP Security


SNMP Reference: SNMPv1 Message Formats


SNMP Reference: SNMPv2 Message Format 

Week: 5


Broadband Network management



Traditional ATM Networks



IN enable ATM

Week: 6


Network Management tools and systems



MON



PIKT



MRTG Multirouter Traffic Graffer



Cisco Products

Week: 7

Telecom Network Management



Telecom network management faces growing security threats



Security For telephony



Voice Security

Week:  8


Web based management



Uses and applications

Week: 9

Introduction to Cryptography and network security



Data Security, Computer Security, Internet security



Services of Cryptography

Week: 10


Attacks on Encrypted Schemes



Cipher text only



Known Plain text only



Chosen Plain text 

Week: 11


Types of Cryptography



Symmetric Key Cryptography

Asymmetric key Cryptography

Week: 12


Data Encryption Standard (DES Encryption Algorithms)



DES Rounds



Per Round Key generation



Mangler Function

Week: 13


DES Modes of operation



Electronic Code Book Mode



Cipher Block Chaining Mode

Week: 14


Firewalls types



Packet Filter



Application level gateway




Hybrid

Week: 15-16


IP Security


Kerberos

Recommended readings:


Network Security, 
Charlie Kaufman, Radia Perlman 


Cryptography and Network Security, Third Edition
William Stallings


Network Management, Principles and Practice, Mani Subarmanian


Web Sites: Infrmations and data can be taken IT incharge Assistant 
